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�‡ DBMSs utilize transactions to ensure data 
integrity

Transaction

�‡ Isolation levels affect the visibility of 
transaction statements to other concurrent 
transactions

Isolation Level

�‡ Buggy transaction processing mechanisms 
and implementations can cause isolation bugs
�¾Violate corresponding isolation semantics
�¾Lead to incorrect database states and query 

results

Isolation Bug

�‡ Simulate concurrent transaction execution 
by decoupling transactions into independent 
statements

Transaction Oracle Construction ( Troc )

�‡ We construct a transaction oracle without 
reimplementing a reference DBMS

Transaction Oracle Construction ( Troc )

�‡ Build database change history for UPDATE 
Attach new data versions for the modification to 
the view

View Construction

�‡ Construct database view for SELECT 
statements based on isolation semantics

View Construction

�‡ Troc has detected 12 unique bugs, including 
7 new confirmed bugs

Bug Results

$ 100
Alice

Bob

DBMS

$ 200

$   10

$ 100

$ 110

- 100

+ 100

COMMIT;

UPDATE account SET balance = balance + 100
WHERE name = “Bob”;

BEGIN;

UPDATE account SET balance = balance – 100
WHERE name = “Alice”;

/*T 11*/ BEGIN;

/*T 13*/ COMMIT;

/*T 21*/ BEGIN;

/*T 23*/ SELECT * FROM t;

/*T 25*/ COMMIT;

/*T 12*/ UPDATE t SET c1=10;

/*T 24*/ SELECT * FROM t;
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1 0

null 0
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